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INntroduction

In recent years, risk management has been increasingly emphasized by the DoD as a
critical tool for assuring program success. Whereas “risk management” is a general
term encompassing all the different areas of risk management, this document focuses
specifically on the single aspect of Technical Risk Management. Although managing
risk for all aspects of a program is critical, technical risk is perhaps the most important
area of risk management because technical risk, and the degree to which technical
processes can be controlled, is a significant driver of all other program risks.
Unfortunately, technical risk and the importance of controlling critical technical
processes are generally not well understood within the DoD acquisition community,
nor is adequate guidance on these considerations readily available.

In response to these shortcomings, and the need to improve the efficiency and
effectiveness of the acquisition process, this publication offers a single source of
concise explanations and clear descriptions of steps one can take to establish and
implement core technical risk management functions. It contains baseline

information, explanations, and best practices that contribute to a well founded
technical risk management program — invaluable to program managers overwhelmed
by the magnitude of information and guidance available on the broad subject of risk
management today. In addition, as an aid to the reader, Appendix A contains the Risk
Management Requirements from DoDD 5000.1 and DoD 5000.2-R, implemented by
SECNAVINST 5000.2B.

Each chapter addresses specific technical risk areas. Although developed for
Department of the Navy program managers and their staffs, this document should be
equally useful to contractor program managers. The fundamentals contained herein
are applicable to all acquisition efforts, both large and small.

Vii



Chapter 1

Clapten [

Choose an Approach

What is the Relationship Between
“Approach” and Technical Risk?

The choice of an approach for managing program technical risk should be made as
soon as possible. DoDD 5000.1 mandates that the Program Manager (PM) develop a
risk management approach “before decision authorities can authorize a program to
proceed into the next phase of the acquisition process.” All aspects of a risk
management program are, in turn, determined by the approach selected.

Delaying selection of a specific approach for managing technical risk will cause a
program to flounder, especially if the contractor and the Government are following
two different approaches. Further, the Integrated Product Team (IPT) cannot function
successfully unless all members of the team — contractor and Government alike — are
using a common approach.

Although the Defense Acquisition Deskbook offers the PM several approaches to risk
management covering a broad spectrum of program risks, only three approaches have
been selected for inclusion in this publication. Why? Results of a 1997 survey of risk
management in 41 Department of the Navy (DoN) programs revealed that the
following three approaches to managing progtachnicalrisk represent those used
almost exclusively by DoN PMs.

1. Critical Process Technical risk management conducted primarily by assesshgrimary
contractor critical design, test, and production processes against industry bespproaches to
practices and metrics, with the degree of variance determining the level of rigdchnical risk
These critical processes are generally not tailored for individual Work management
Breakdown Structure (WBS) elements.

2. Product (Work Breakdown Structure): Technical risk management based on
individual product or WBS elements, with risk assessments based on deviations
from a cost and schedule baseline. Risk is expressed as a “probability estimate”
rather than as a degree of process variance from a best practice.

3. Integrated Process/Product (WBS) Technical risk management based on
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specific critical processes affecting individual WBS elements. These critical

design, test, and production processes are assessed against industry best practices
and metrics, with the degree of variance determining the level of risk. These
approaches are described in the remainder of this chapter.

The Critical Process Approach

This approach is used to identify and analyze program technical risks by assessing the
amount of variance between the contractor's design, test and production processes
(i.e., those not related to individual WBS elements) and industry Best Practices.
Success of any risk reduction efforts associated with this technique will depend on the
contractor's ability and willingness to make a concerted effort to replace any deficient
engineering practices and procedures with industry Best Practices. Chapter 5 contains
a list of several fundamental engineering design, test and production Critical Processes
with associated Best Practices and “Watch-Out-Fors.” The Critical Processes were
derived from a number of commercial and defense industry sources.

One of the primary benefits of this approach is that it addresses pervasive and suliidizes
sources of risk in most DoD acquisition programs and uses fundamental engine@idvgn
principles and proven procedures to reduce technical risks. Figure 1-1 illustratesng@ineering
sample approach. fundamentals

Definitions: .
1. Risk
Risk - Difference between actual |dentification
performance of a process and the
known best practice for performin
that process.
Use Tools $ee Tool Box
Risk Management - Proactive Risk = Known Problems 2. Risk
management technique that Risk = Unknowns
identifies critical processes and Define Unknowns Assessment
methodology for controlling their
risk to the program. Use Personal Knowledge
Consider: )
- Measure Variance and q .
— Producibility ‘Quantify Your Risks: 3. Risk Analysis
How do You Identify a Risk? — Supportability and Mitigation
Best Judgment — Environment — Low
Understand the Prime Contractor’s — Moderate
critical processes — High What Can You Do About A Risk?

Understand the Subcontractors’ critical Determine the cause vice cure the :
processes symptom 4. Risk
New Processes Risk Management Tool Box Develop Backup Plans Tracking

Any Processes Lacking Rigor
Lessons Learned
Defining an Unknown
Changing Requirements
Test Failure
Negative Trends or Forecasts
Qualified Supplier Availability
Lack of Resources

— People - Tools

— Funds - Material

— Time
Unqualified People

— Knowledge

— Experience
...More

« DoD 4245.7-M Templates
« NAVSO P-6071 Best Practices
« Risk Indicators

« PMWS (TRIMS), or Other Software Applications

* Requirements Documents
« Contracting for Risk Management
« Risk database
« Robust design practices
* Quality Standards
« Independent Risk Assessment
« Risk Management Training
...And More

Parallel Paths
Redesign
Develop Prototypes
Acquire Resources

— Technology

— People

— Equipment
Renegotiate Requirement
Accept the risk level, and
continue your current plan
...And More

Figure 1-1. Critical Process Risk Management

Mitigation Plans
Update Risk database
Communicate Risk:
« Customers
« Suppliers
+ Management
Use Lessons Learned
Note that Low Risk Items
will not be tracked at
Program Office Level.
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Process Metrics, Best Practices and “Watch-Out-Fors” are used in conjunction with
contract requirements and performance specifications to identify those technical
processes that are critical to the program, and to establish a program baseline of
contractor processes. This baseline should be developed using the fundamental
engineering Critical Processes provided in Chapter 5 as a starting point and by
reviewing and compiling additional Critical Processes in use by companies in both the
defense and non-defense sectors.

The program baseline being used by the contractor should be determined by
evaluating actual contractor performance, as opposed to stated policy. This program
baseline should then be compared to a baseline of those industry-wide processes and
practices that are critical to the program. The variances between the two baselines are
indications of the technical process risk present in the program. These results should
be documented in a standard format, such as a program-specific Risk Assessment
Form (see Chapter 8), to facilitate the development of a risk handling/mitigation and
risk tracking plan. Figure 1-2 illustrates a sample approach.

RISK ASSESSMENT
ASSESSMENT GUIDE o
B HIGH - Major disruption
1<) likely. Different approach may
e be required.Priority
@ e management attention
CRITICAL PROCESS VARIANCE = required
S d q .
Level: What Is The Critical Process ('>5
Variance from Known Standard? " c D MODERATE - Some
a Minimal ) disruption. Different approach
8 b may be required. Additional
b Small < management attention may be
c Acceptable Dh_ needed.
d Large 1 2 3 45 L .
S O LOW - Minimum impact.
e Significant Consequence Minimum oversight needed to
ensure risk remains low.
CONSEQUENCE
Given The Risk is Realized, What is the Magnitude of the Impact?
Level Technical and/or Schedule and/or Cost andior  Impact on Other Teams
Performance
1 Minimal or No Impact ~ Minimal or No Impact Minimal or No Impact None
2 Small with Some Additional Resources Required; < 5% Some Impact
Reduction in Margin Able to Meet Need Dates
3 Acceptable with Minor Slip in Key Milestone; 5-7% Moderate Impact
Significant Reduction Not Able to Meet Need Dates
in Margin
Large, No . Major Slip in Ke?/ Milestone >7-10% Major Impact
Remaining Margin or Critical Path Impacted
5 Significant Can't Achieve Key Team or > 10% Significant Impact
Major Program Milestone

Figure 1-2. Critical Process Risk Assessment

In summary, the critical process approach has many benefits; however, the critiEalal thought on
processes normally are not directly related to the individual WBS product elemethisCritical
comprising the weapon system being developed and produced. Process approach
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The Product (Work Breakdown
Structure) Approach

DoD 5000.2-R requires that DoD programs tailor a program Work Breakdown
Structure (WBS) for each program using the guidance in MIL-HDBK-881, “Work
Breakdown Structure,” of 2 January 1998. MIL-HDBK-881 defines the WBS as:

“...a product oriented family tree composed of hardware, software, services,
data and facilities which results from systems engineering efforts during the
acquisition of a defense material item. A WBS displays and defines the
product(s) to be developed and/or produced and relates the [WBS] elements of
work to be accomplished to each other and to the end product(s).”

A sound WBS clearly describes what the program manager wants to acquire. |Fhastional

a logical structure and is tailored to a particular defense materiel item. As statedripresses are
MIL-HDBK-881, the WBS isproduct oriented. It addresses the products requiredot WBS
NOT the functional processes or costs associated with those products. For exaiigirents
subjects, such as design engineering, requirements analysis, test engineering, etc. are

not products. Rather, they are functional processes, each representing a discrete

series of actions, with specific objectives, during product development and/or

production. These are normally not identified as MIL-HDBK-881 WBS elements

and as a result, generally do not receive adequate program consideration.

Section 2 of MIL-HDBK-881 states that the WBS provides a framework for

specifying the technical objectives of the program by first defining the program in
terms of hierarchically related, product oriented elements and the work processes
required for their completion. Therefore, the emphasis on “product” is to define the
product(s) to be developed and/or produced, and to relate the elements of work to be
accomplished to each other and to the end product(s). Unfortunately, in this approach,
programs frequently place little emphasis on “process.”

A typical WBS technical risk management approach is based on the WBS prodd¢BS tends to
Risk assessments and mitigation activities are conducted primarily on the individeiah after-
WBS elements, with an emphasis on technology, product maturity or perceivedthe-fact
quality, with little emphasis on related processes. Risk is typically expressed agigasure of
probability estimate rather than as a degree of process variance from a best prdéfite.

In the WBS approach, technical risks are identified, assessed, and tracked for

individual WBS elements identified at their respective levels, primarily for impact

on cost and schedule, and the resulting effect on the overall product. Since DoD
programs are established around the WBS, the associated costs and schedule for

each product can be readily baselined, against which risk can be measured as a
deviation against cost and schedule performance. Taking the WBS to successively

lower level entities will help to assure that all required products are identified in
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terms of cost and schedule performance (as well as operational performance) goals.
In general, a typical WBS approach tends to be more reactive than proactive.
Although a direct measurement of product performance against cost and schedule
performance has its benefits, there are also some significant downsides to an
approach in which processes are not considered. The WBS, by virtue of its inherent
organizational properties, produces technical performance measurements that are, in
essence, after-the-fact measures of risk. Also, by not focusing on processes, the
overall risk to the program may not be identified until the program is in jeopardy.

As stated in DoD 5000.2-R, the WBS provides a framework for program and technical
planning, cost estimating, resource allocations, performance measurements, and status
reporting. Whereas the WBS is a good tool for measuring technical performance
against cost and schedule, it is an incomplete measure of technical risk without
considering processes. It is important to recognize that the WBS is a product of the
systems engineering process, which emphasizes both product and process solutions
required for the completion of technical objectives. However, history indicates that

until recently, “process” solutions received too little emphasis.

The Integrated Process/Product
Approach

The Integrated Process/Product approach to technical risk management is derived
primarily from the Critical Process approach and incorporates some facets of the
Product/WBS approach. The systems engineering function takes the lead in system
development throughout any system'’s life cycle. The purpose of systems engineering
is to define and desigerocess and product solutiomsterms of design, test and
manufacturing requirements. The work breakdown structure provides a framework for
specifying the technical objectives of the program by first defining the program in
terms of hierarchically relategdroduct oriented elemenéd thework processes
requiredfor their completion.

This emphasis on systems engineering, including processes and technical risk, along
with process and produsblutions, validates and supports tfmportance of focusing

on controlling the processesspecially the prime contractor and subcontractors

critical processes. Such a focus is necessary to encourage a proactive risk
management program, one that acknowledges the importance of understanding and
controlling the critical processes especially during the initial phases of product design
and manufacture.

In summary, the Critical Process Approach provides a proactive concentration dntegrates the
technical “drivers” and associated technical risks as measured by process varialpesg.aspects of
Integrating this approach into the Product Approach enables the critical procesdegh@pproaches
be directly related to the products comprising the weapon system being developed
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and produced. In this manner, the benefits of both approaches are realized. Product
maturity is accelerated, technical risk is reduced, CAIV objectives are more easily
met, schedule slippages are avoided, and the Program Manager reaches Milestone
decision points with a higher level of confidence. See Table 1-1 for an overview of

the advantages and disadvantages of all three approaches.

Table 1-1. Comparison of Approaches

Encourages market search for
best practices/benchmarks

Approach Advantages Disadvantages
Process Proactive focus on critical * Less emphasis on the
processes product oriented element

of a program
Perception that technical

Reliance on fundamental design, issues dilute the importange
test and manufacturing of cost and schedule
principles
Addresses pervasive and subtle
sources of risk
Technical discipline will pay
dividends in cost and schedule
benefits
Product (WBS) Commonly accepted approach| ¢« Does not typically

using a logical, product oriented  emphasize critical design
structure and manufacturing
Relates the elements of work tp ~ processes, or product co
be accomplished to each other| « Risk is typically expresse
and to the end product as a probability estimate
Separates a defense materiel rather than a process
item into its component parts variance
Allows tracking of product items* Delayed problem
down to any level of interest identification (reactive)

Integrated Process/ Maximizes the advantages of |« None significant

Product Process and Product approaches
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Claplen 2

Assign Accountability

What is the Relationship Between
“Accountability” and Technical Risk?

In practice, most programs do not have an individual accountable to the Program
Manager (PM) for risk management. More often than not, several team members may
be assigned risk management responsibilities but do not have ownership or
accountability in the risk management process. Therefore, it is imperative that a risk
management focal point, accountable directly to the PM for the risk management
program, be established and specifically identified in the program structure.

Otherwise, risk management will quickly disintegrate and become an “Oh, by the
way!” task until program risks have turned into program problems.

Risk Management Organization

The risk management team is not an organization separate from the program office.
Rather, it is integrated with the program office and includes program office, prime
contractor, field activity, and support contractor personnel operating toward a shared
goal. A conceptual risk management organization, which shows relationships among
members of the program risk management team, is provided in Figure 2-1.

The key to establishing an effective risk organization is to formally assign and
empower an individual whose primary role is managing risk. This individual, Assign a Risk
referred to as the Risk Management Coordinator, should be a higher-level proghdanagement
office person, such as the Deputy Program Manager (DPM), and should be ~ Coordinator
accountable directly to the PM for all aspects of the risk program. The Risk
Management Coordinator must have a level of authority which provides direct,
unencumbered access to the PM and can cross organizational lines. The Risk
Management Coordinator:

» Is the official point of contact and coordinator for the risk program

* Is responsible for reporting risk

* s a subject matter expert on risk

* Maintains the risk management plan

» Coordinates risk training

* Does not need to be assigned full time
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Program
Manager

Direction l T Reports

Risk Management

Coordinator <
Independent Risk
Guidance Assessments ASSEsSors
Information Tracking
Tools Status
Training Reporting
RISK IPTs

-Program Office personnel
-Prime Contractor
-Support Contractor
-Navy Field Sites

Figure 2-1. Conceptual Risk Management Organization

Risk Integrated Process Teams

Providing information to the Risk Management Coordinator are the actual IPTs
responsible for implementing the risk program. These are comprised of experiehgsgh the
individuals from the different disciplines and functional areas within the programgorrect people
Whereas these teams (or individuals) provide risk status and mitigation informat@hPTs — Not
to the Risk Management Coordinator, they are empowered to make just bodies
recommendations and decisions regarding risk management activities, while
reporting risk without the fear of reprisal. IPTs are responsible for:
* Providing to the Risk Management Coordinator the results of risk
assessments and mitigation activities, using standard risk assessment forms
» Maintenance of the risk management database
* Implementing risk management practices and decisions, including those
discussed at program and design reviews
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It is imperative that everyone involved with the risk program understands his or
roles and responsibilities. Standard terminology, definitions, and formats are criteg

to the risk management process (see Chapter 8, “Assess, Mitigate, Report...”). Rebémmend a
most effective method to do this is to document the risk process in a formal Riskkormal Risk
Management Plan. Not only will a documented plan provide a standardized = Management
operating procedure for the risk effort, but it will provide continuity to the risk ~ Plan
program as new personnel enter the program and others leave. The DoD Risk
Management Working Group, chartered by the Office of the Under Secretary of

Defense (Acquisition and Technology) (USD(A&T)) has developed a sample format

for a Risk Management Plan. The sample plan is a compilation of several good risk
management plans taken from DoD programs. The plan is designed to be tailored to

fit individual program needs, and may be more comprehensive than many programs

require. The DoD Risk Management Plan outline is available on-line in the DoD

Deskbook. Additional information may be obtained from the DoD Risk

Management Homepage at:

[nttp://www.aca.osd. mil/te/programs/se/risk management/index.htin



http://www.acq.osd.mil/te/programs/se/risk_management/index.htm

Chapter 3

Clapten S5

Put Risk Management in
the Contract

What is the Relationship Between “The
Contract” and Technical Risk?

The elimination of many Military Specifications and Standards, the use of
performance specifications and the shift of technical responsibility to contractors will
not alone minimize program risk without explicit contractual requirements for risk
management. The perception is that the transfer of responsibility to the contractor
automatically reduces program risk. However, if a program fails because risk isn’t
managed well by the contractor, the Program Manager (PM) is ultimately responsible.
The need for contractual requirements for risk management is recognized in both
DoDD 5000.1 and DoD 5000.2-R.

The Request for Proposal

The Request for Proposal (RFP) should communicate to all Offerors the concept that
risk management is an essential part of the Government's acquisition strategy.

Before the draft RFP is developed, the PM should conduct a preliminary risk
assessment to ensure that the program to be described in the RFP is executable within
technical, schedule and budget constraints. Based on this assessment, the technical,
schedule, and cost issues identified should be discussed at pre-proposal conference(s)
before the draft RFP is released. In this way, critical risks inhenethie program

can be identified and addressed in the RFP. In addition, this helps to establish key risk
management contractual conditions as emphasized in the DoD 5000 series. During the
pre-proposal conference, Offerors should be encouraged to identify all elements at any
level that are expected to be moderate or high risk.

In the solicitation, PMs should ask Offerors to address:
* Arisk management program
* An assessment of risks
» Risk mitigation plans, for moderate and high risks

11
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In addition, the RFP should identify the requirement for periodic (define the

frequency) risk assessment reports that would serve as inputs to the PM's risk
assessment and monitoring processes, and ensure that risks are continuously assessed.
Some programs require risk assessment reports for integration into quarterly Defense
Acquisition Executive Summary reports.

Each RFP section is intended to elicit specific types of information from Offerors that
will, when considered as a whole, permit selection of the best candidate to produce the
goods or perform the services required by the Government. A number of sections of
the RFP are key to risk management and are described as follows, including examples

of typical clauses.

SECTION C - Description/Specifications/Statement of Work. This Section of the

RFP includes any description or specifications needed. Statements describing risk
management requirements may be included directly in Section C or by reference to the
Statement of Work (SOW) or Statement of Objectives (SOO). A typical Section C
clause is shown below:

“The Offeror shall describe its proposed risk management program. The
Offeror shall describe how they intend to identify, assess, mitigate, and E——ll
monitor potential technical risks. Critical technical risks which may Sample RFP
adversely impact cost, schedule, or performance shall be identified alongsection C
with proposed risk mitigation methods for all risks identified as moderate ©kause

high.”

SECTION L - Instructions, Conditions, and Notices to Offerors. This Section of

the RFP includes provisions, information and instructions to guide Offerors in

preparing their proposals. Risk management requirements in Section L must be
consistent with the rest of the RFP; such as tasking established in Section C, the SOW;
evaluation criteria in Section M; and Special Provisions in Section H. The
requirements must ensure the resulting proposals will form a solid basis for evaluation.
The statements below provide examples from Navy programs for use in structuring
Section L requirements to include risk management.

Volume | Part C - Management Proposal.

Relevant Past/Present Performance:

“The Offeror shall demonstrate its past/present performance in critical

requirements and processes and its ability to understand and resolve tec@al

risk issues within its organizational structure, including interaction with itsSample RFP
subcontractors. The Offeror shall discuss past/present performance in ttsection L
implementation of risk reduction/mitigation efforts similar to those proposéthuses

for the reduction of all risks identified as moderate or high.”

12
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Volume | Part D - Technical Proposal.

“Risk Management. The Offeror shall provide a detailed description of the

Risk management program to assure meeting the RFP requirements and
objectives. The Offeror shall define and commit to the risk management
program, including risk planning, identification, assessment, mitigation, and
monitoring functions. The Offeror shall explain how its risk management
process is related to the systems engineering and overall program management
processes. The Offeror shall identify moderate and high technical risk areas,
the known and potential risks in these areas, and the rationale for risk

mitigation techniques proposed for these risk areas.”

SECTION M - Evaluation Factors for Award. Section M notifies Offerors of the
evaluation factors against which all proposals will be evaluated. These factors should
be carefully structured to ensure that emphasis is placed on the critical factors
described in Section L. They should set forth the relative importance of technical, cost
(development versus production versus operational and support), schedule,
management, and other factors, such as risk management and past performance, as set
forth in the Source Selection Plan. The statement below provides an example for
structuring Section M requirements to include risk management.

“The Government will evaluate the Offeror's proposed risk management ——"
program and plans for identifying, assessing, mitigating, and monitor risk

as well as proposed plans for mitigating those risks identified as modera@&?'e RFP
high.” Section M

Clause
When structuring Technical and Management evaluation criteria for Section M, risk
management should be included as a factor or subfactor, as required by Part 3,
paragraph 3.3.2 of DoD 5000.2-R.

Statement of Work/Statement of
Objectives

The majority of existing Government contracts include a Statement of Work (SOW)
that forms the basis for successful performance by the contractor and effective
administration of the contract by the Government. A well-written SOW enhances the
opportunity for all potential Offerors to compete equally for Government contracts and
serves as the standard for determining if the contractor meets stated performance
requirements.

Another concept called the Statement of Objectives (SOO) shifts the responsibility for
preparing the SOW from the Government to the solicitation respondents. Recent DoD
direction to lower Government costs encourages innovative contract options and
flexible design solutions. The SOO captures the top level objectives of a solicitation -
risk management, for instance - and allows the Offerors freedom in the structure and
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definition of SOW tasks as they apply to the proposed approach. The following
paragraphs contain two SOW examples and one SOO example constructed from a
number of Navy program solicitations.

Risk Management and Reporting: The Contractor shall maintain a risk —l
management program to assess risks associated with achievement of El
technical, cost, and schedule requirements. Specific risk management SOW
functions shall, at a minimum: example
* Identify known and potential risks
» Assess risks, including a relative ranking by program impact and the
establishment of critical thresholds
* Define methods or alternatives to mitigate or minimize these risks,
including the identification of criteria upon which programmatic
decisions can be based
* Track and report risk mitigation progress

The contractor’s risk management program will be presented to the
Government initially for concurrence and then in monthly updates and at
in-process and other appropriate reviews.

Risk Management: The Contractor shall implement a Risk Management —l
Program in accordance with the XYZ Risk Management Plan using the §|
Navy’s “Top Eleven Ways to ManageTechnical Rigkiblicationas a SOwW
guide. The initial set of Contractor-defined risks shall be updated as the example
Government or Contractor identifies new risks. The Contractor shall rank

risks with respect to impact on performance, cost, and schedule and shall
identify and develop mitigation plans for risk reduction/resolution.

Risk Management Objectives: E——ll

* To develop and implement a risk management process with risk
identification, assessment, mitigation and tracking/reporting functions>©O

* To define and implement a risk assessment methodology that includee§(amIOIe
not only an understanding of cost, schedule and performance impacts but
also a periodic reassessment of these impacts on identified risk areas

* To establish acceptable risk levels to be achieved

» To define risks and proposed risk mitigation steps for all items identified
as moderate or high risk

Source Selection

DoD 5000.2-R states:

“Whenever applicable, risk reduction through the use of mature processes
shall be a significant factor in source selection ---."
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The purpose of Source Selection is to select the contractor whose performance can be
expected to meet the Government's requirements at an affordable price. The Source
Selection process entails evaluating each Offeror's capability for meeting product and
process technical, schedule, and cost requirements while identifying and managing
inherent program risks.

The evaluation team must discriminate among Offerors based upon the risk associated
with each Offeror's proposed approach for meeting Government requirements,
including an evaluation of the Offeror's past and present performance record, to
establish a level of confidence in the contractor's ability to perform the proposed
effort. This evaluation should include consideration of:
= Product and process risk management approaches and associated risks
determined by comparison with a Best Practices baseline
= Technical, cost and schedule assessments to estimate the additional resources
(e.g., time, manpower loading, hardware, or special actions, such as additional
analyses or tests, etc.) needed to control any risks that have medium or high
risk ratings
» Past performance and recent improvements in the implementation of risk
reduction/mitigation efforts similar to those being proposed for reducing risks
identified as moderate or high for the program being proposed

Award Fee for Risk Management

Award fees, properly used, are a valuable tool for motivating contractors to improve
performance while creating opportunities for improved Government — contractor
communication, including ongoing feedback, thus permitting problems to be resolved
sooner. Award fee discussions should be held on a regular basis; monthly or quarterly
is usually recommended.

The award fee process can be successfully implemented on a range of contractGyodédines
and elements, including risk management. The guidelines below can help PMsfor risk
establish a risk management program using award fee criteria: award fees
* Analyze the SOW and attendant requirements to determine which contract
performance requirements should be subject to awards
» Specify the criteria against which contractor performance will be measured
* From the total award fee amount to be made available, specify evaluation
periods and the corresponding amount of award fee available each period
* Explain the general procedures that will be used to determine the earned award
fee for each evaluation period

When analyzing the SOW and attendant requirements, an important first step is the

identification of critical areas of program risk. Chapter 5 of this publication provides
an initial set of critical technical process risk areas that can be used as a starting point
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in this effort. As a general rule, historically high-risk processes and processes
involved with new technologies are usually good candidates for consideration as
award fee elements.

Tailor the contract performance elements (i.e., areas of critical program risk) selected
for award fees to key events, then assign them to appropriate award fee periods. The
results become the basis of the request for information from potential bidders, as
contained in the Instructions to Offerors, without having to ask for extraneous detail.
A well thought out list of critical risk areas provides an excellent roadmap for the
solicitation.

Award fee contracts based on contractor process improvements normally require some
objective measurements to use as a basis for evaluation and award fee percentage
determination. Give the contractor regular, structured feedback to preclude great
disparity between what the contractor expects as an award fee payment and what the
Government actually pays.

The simplicity of this approach is the very characteristic that makes the use of award
fee criteria to establish a technical risk management program so effective.

Table 3-1 provides guidance for using award fee criteria in implementing technical
risk.

Table 3-1. Award Fee Considerations

Best Practice

» Performance Feedback — Regular, structured feedback to prime contractors on their
performance with respect to award fee criteria at significant program reviews

* Process Improvement — Process improvements can only be achieved if process changes are
implemented
— Verify implementation via test results documentation and operational use
— Witness the actual implementation of new processes and procedures

» Award fee flowed down to subcontractors

Watch Out For

* No regular performance feedback provided by the Government to the prime contractof during
the first evaluation period

* Award fee contracts based on contractor process improvements without objective
measurements to use as a basis for evaluation and award fee determination

» Relatively short contract performance periods, making it difficult to establish a metric
baseline, implement a process change and validate an actual improvement in the resujting
metric during the contract period
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Claplen &

Mandate Training

What is the Relationship Between
“Training” and Technical Risk?

It is often assumed that Government and contractor program staffs, as acquisition
professionals, understand risk management. Given the nuances and complexities of
risk management, most personnel perceive risk management differently due to varying
backgrounds, experiences, and training. In order to integrate these variances, a formal
indoctrination and/or awareness training in risk management is essential. All key
Government and contractor personnel should understand their roles in the
implementation of the risk management program, as well as the goals, strategies, roles,
and responsibilities of the risk management team. Team members who are not
“talking the same language” will result in a risk management effort that is poorly
executed and ineffective.

Defense Acquisition University Courses

As in any organized effort, be it for a sports event or business venture, training is
imperative for the success of the team or individuals involved. DoD risk management
is no different — an inadequately trained staff is prone to failure. DoD has recognized
the importance of training their acquisition professionals, and has established
mandatory training standards in DoD 5000.52-M, “Acquisition Career Development
Program,” November 1995. The Defense Acquisition University (DAU), as
established by the Under Secretary of Defense (Acquisition and Technology), provides
a structured sequence of courses needed to meet the mandatory and desired training
standards established in DoD 5000.52-M. These courses are designed to provide
program office personnel with core and specialized knowledge in their functional
areas, with higher level courses placing an emphasis on managing the acquisition
process and learning the latest acquisition methods being implemented. Therefore, the
program manager should ensure that, as minimum, key program office personnel
involved with risk management attend these courses, which include:

* Production and Quality Management

» Logistics Fundamentals

* Fundamentals of System Acquisition Management

* Introduction to Acquisition Workforce Test and Evaluation
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To enroll in the courses, program offices submit a Department of the Navy

Acquisition Training Registration sheet (DACM1) to their command acquisition

training representatives. Further information and course schedules can be obtained on
the World Wide Web at:

[http://dacm.secnav.navy.mil

Program Training

While training in the DoD Acquisition Professional Courses provides the big picture,

it is also imperative that personnel be trained to their program’s specific risk
requirements and objectives. This is necessary to ensure that all personnel responsible
for the implementation of risk management understand the program objectives,
expectations, goals, terminology, formats, etc. regarding risk management. This
training should not be limited to program office personnel, but includes the prime
contractor, subcontractors, support contractors, and supporting field activities.

Training, as a minimum should provide instruction in the following:

» Background and introduction to risk management

» Program office risk organizational structure and responsibilities

» Concept and approach

* Awareness of latest techniques (through attendance at symposiums, seminars,
workshops, etc.)

* Program definitions and terminology

* Risk assessment tools used by the program office

» Use of the risk management database. This should also include hands-on
instruction on the use of the risk database and tracking system

The program office, prime contractor, or a support contractor can provide risk

training; however, care should be taken in the selection of the training source. The
training source(s) should be subject matter experts in risk management and be familiar
with the program'’s operations.

As emphasized throughout this publication, all personnel responsible for planning and
executing the risk management program must talk the same language, have an
understanding of what the risk program’s objectives are, and understand how to use
the various tools required to identify, assess, mitigate and track risk. As in any
venture, this training is critical to achieving the objectives for the successful execution
of a risk management program.
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Chapter 5

Claplen 5
Practice Engineering
Fundamentals

What is the Relationship Between
“Engineering Fundamentals” and
Technical Risk?

Engineering fundamentals are the basic disciplined design, test and production
practices that have been proven through experience to be critical for risk avoidance.
Experience has also shown that many of these fundamentals are not well understood
by either the Government or industry. As a result, many program risks are derived
from early management decisions regarding the application of these engineering
fundamentals.

Critical Technical Processes

Critical processes are a continuum of interrelated and interdependent disciplines. A
failure to perform well in one area may result in failure to do well in all areas. A high-
risk program may result causing deployment of the product to be delayed, with
degraded product performance, and at greater cost than planned. Risk is eliminated or
reduced when the deficient industrial process is corrected, and that correction is often
effected at a level of detail not normally visible to the Program Manager (PM).

This chapter contains fundamental technical processes and the associated Best
Practices and “Watch-Out-Fors” which have great influence on technical risk. These
practices, though by no means comprehensive, do focus on key technical risk areas.
Use of proven best practices to achieve product success leads to a more organized
approach to accomplish these activities and places more management significance on
them.

Experienced engineers and PMs are aware that there are some requirements,

conditions, materials, types of equipment or parts, and processes that almost invariably
create potential or actual risk, identified herein as “Watch-Out-Fors.” Knowing these

19



ChaEter 5

areas of potential or actual risk gives a PM additional early insight for developing risk
management or risk mitigation plans.

The Best Practices and “Watch-Out-Fors” associated with critical industrial technical
processes should be used as a starting point in developing a baseline of program
specific contractor processes. The best practices associated with these critical
processes can also serve as benchmarks with which to compare your program’s
baseline processes and results achieved versus desired goals. The following examples
of critical processes for the Design, Test, and Production phases of a product’s
development are presented in this chapter.

DESIGN TEST PRODUCTION

¢ Design Reference Mission | ¢ Design Limit Qualification e Manufacturing Plan
Profile Testing * Rapid Prototyping

e Trade-Studies e Test, Analyze, and Fix » Manufacturing Process

¢ Design Analyses Proofing/Qualification

e Parts & Materials Selection e Conformal Coating for

* Design for Testability Printed Wiring/Circuit

e Built-In-Test Assemblies

« Design Reviews e Subcontractor Control

e Thermal Analysis * Tool Planning

« Design Release e Special Test Equipment

« Computer Aided * Manufacturing Screening
Design/Computer Aided * Failure Reporting, Analysis
Manufacturing and Corrective Action
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Design Reference Mission Profile

A Design Reference Mission Profile (DRMP) is a hypothetical profile consisting of time-phased functional and
environmental profiles derived from multiple or variable missions and the total envelope of environments to which

the system will be exposed. The DRMP becomes the basis for system and subsystem design and test requirements

Best Practice

* Mission Profiles cover all system environments during its life cycle including operational, storage, handfing,
transportation, training, maintenance, and production

* Mission Profiles are defined in terms of time (duration and sequence), level of severity, and frequency gf cycles

* Mission and System Profiles are detailed by the Government and contractor respectively, based on nafyral and
induced environments (e.g., temperature, vibration, electromagnetic impulse, shock, and electrical tranfgients)

* Profiles are the foundation for design and test requirements from system level to piece parts, including
Commercial-Off-The-Shelf/Non-Developmental Items (COTS/NDIs)

Watch Out For

* DRMP environmental profiles that appear to be simply extracted from MIL-HDBK 810, “Environmental [jest
Methods and Engineering Guidelines,” 31 July 1995

* Mission Profiles based on average natural environmental conditions rather than the more extreme condjtions
that may more accurately reflect operational requirements in the place/at the timeso€liges indicated by
MIL-HDBK-310 “Global Climatic Data for Developing Military Products,” 23 June 1997 and the Nationa
Climatic Data Center

Trade Studies

Trade Study are iterative series of studies performed to evaluate and validate concepts representing new
technologies or processes, design alternatives, design simplification, ease of factory and field test, and compatibility
with production processes. Trade studies culminate in a design that best balances need against what is realistically
achievable and affordable.

Best Practice
* Trade studies are performed to evaluate alternatives and associated risks
* Trade studies consider producibility, supportability, reliability, cost and schedule as well as performanc

* Trade studies are conducted using principles of modeling and simulation, experimental design and optinization
theory

* Trade studies include sensitivity analyses of key performance and life cycle cost parameters

* Trade study alternatives are documented and formally included in design review documentation to ensfjre
downstream traceability to design characteristics

* Trade studies are traceable to the DRMP and associated design requirements
¢ Quality Function Deployment techniques are used to identify key requirements when performing trade-@ffs

Watch Out For

¢ Use of new technologies without conducting trade-studies to identify risks

* Trade studies that do not include participation by appropriate engineering disciplines

* Product reliability, quality and supportability traded for cost, schedule and functional performance gain
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Design Analyses

Design Analyses are performed to examine design parameters and their interaction with the environment. Included
are risk-oriented analyses such as stress, worst case, thermal, structural, sneak circuit, and Failure Modes, Effects
and Criticality Analysis (FMECA), which, if conducted properly, will ensure that reliable, low risk, mature designs
are released.

Best Practice

* Validate new analysis modeling tools prior to use

e Conduct logic analysis on 100% of Integrated Circuits (ICs)

* Analyze 100% of IC outputs for ability to drive maximum expected load at rated speed and voltage levegs
¥~ Use Table 5-1 below to determine which design analyses should be performed

Watch Out For
* Analyses performed by inexperienced analysts
* Analyses performed using unproven software programs

Table 5-1. Objectives of Selected Design Analyses
Analyses Objectives

< Reliability Prediction e To evaluate alternative designs, assist in
determining whether or not requirements can be
achieved and for help in detecting over-stressed
parts and/or critical areas

* Failure Modes, Effects and Criticality Analysis e To identify design weaknesses by examining all
failure modes using a bottom-up approach

e Worst Case Analysis * To evaluate circuit tolerances based on simultanfgous
part variations
e Sneak Circuit Analysis < To identify latent electrical circuit paths that cau

wanted functions or inhibit wanted functions

e Fault Tree Analysis e To identify effects of faults on system performanfge
using a top-down approach

e Finite Element Analysis e To assure material properties can withstand
intendedmechanical stresses in the intended
environments

e Stress Analysis e To determine or verify design integrity against
conditional extremes or design behavior under
various loads

e Thermal Stress Analysis (see Thermal Analysis) | « To determine or eliminate thermal overstress
conditions; to verify compliance with derating
criteria
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Parts and Material Selection

The Parts and Material Selection utilizes a disciplined design process including adherence to firm derating criteria
and the use of Qualified Manufacturers Lists (QML) to standardize parts selection.

Best Practice
* Use (QML) parts, particularly for applications requiring extended temperature ranges
* Electrical parameters of parts are characterized to requirements derived from the Design Reference Mifsion
Profile to ensure that all selected parts are reliable for the proposed application (see Figure 6-3, Chaptdr 6)
* Derate all parts electrically and thermally
* A Preferred Parts List is established prior to detailed design
* Parts screening is tailored based on maturity
¢ Use highly integrategarts (e.g., Application Specific ICs (ASICs)) to reduce:
— The number of individual discrete parts/chips
— The number of interconnections
— Size, power consumption, and cooling requirements, and
Failure rates
* Quality is measured by:
— Certification by supplier
— Compliance with EIA-623, “Procurement Quality of Solid State Components by Governments
Contractors,” July 1994
— Verification to historical data base
— Particle Impact Noise Detection for cavity devices
— Destructive Physical Analysis for construction analyses
* Strategy for parts obsolescence and technology insertion is established
* Vendor selection criteria established for non-QML parts considering:
— Qualification, characterization and periodic testing data
Reliability/quality defect rates
Demonstrated process controls and continuous improvement program
Vendor production volume and history
* Minimum acceptable defects for in-coming electronic piece parts:
— Maximum of 100 defective parts per million

Watch Out For
* Development of highly integrated parts unique to one specific acquisition development program
¢ Use of non-QML parts whenever QML parts are available

¢ Highly integrated parts that are not treated as a system of discrete parts to which the parts program reguirements
also apply

* Use of parts in environments not specified by the Original Equipment Manufacturer
* Variance in operating characteristics of commercial RF and analog parts

¢ Use of any parts near, at, or above their rated values, especially plastic encapsulated devices which regch higher
junction temperatures than ceramic devices due to higher resistance to heat conduction

* Device frequency derating based on maximum overall operating temperature vs frequency rating whichgvaries
at different operating temperatures

* The use of parts beyond specified operating ranges by upscreening or uprating
* Designs using part technologies whose remaining life cycle will not support production and postproducfjon uses
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Design

Design for Testability

Designing for Testability assures that a product may be thoroughly tested with minimum effort, and that high
confidence may be ascribed to test results. Testing ensures that a system has been properly manufactured and is
ready for use, and that successful detection and isolation of a failure permits cost-effective repair.

Best Practice
* Perform testability analyses concurrently with design at all hardware and all maintenance levels
e Use Fault Tree Analysis, FMECA, and Dependency Modeling & Analysis to determine test point requifgments
and fault ambiguity group sizes
* Use standard maintenance busses to test equipment at all maintenance levels
* Use ASICs and other complex integrated circuits/chips with self-test capabilities
¢ Good testability design reflects the ability to:
— Initialize the operating characteristics of a system by external means, e.g., disable an internal cloc
— Control internal functions of a system with external stimuli, e.g., break up feedback loops
— Selectively access a system'’s internal partition and parts based on maintenance needs
* Evaluate Printed Wiring Board (PWB) testability using RAC publication Testability and Assessment Tod,
1991:
— Converts scored and weighted rating of factors, including accessible vs. inaccessible nodes, proper
documentation, complexity, removable vs. non-removable components, and different logic types (34ffactors
in all), to a possible total score of 100

— The following testability scores illustrate this method

T-Scores for PWB Testability

Acceptable Score PWB Testability
81 to 100 Very easy
66 to 80 Easy
Questionable Score PWB Testability
46 to 65 Some difficulty
31to 45 Average difficulty
Unacceptable Score PWB Testability
11to 30 Hard
1to 10 Very hard
0 or less Impossible to test/troubleshoot w/out cost penalti

Watch Out For

* Incompatibility between operational time constraints and time required to perform Built In Test (BIT)

* COTS/NDI testability design that is incompatible with mission needs and program life-cycle maintenan
philosophy

* Testability design that results in special-purpose test equipment

¢ Circuit card assemblies and modules with test points that aren’t accessible

¢ Circuit functions that don't fit on a single board

* Reverse funneling of tests
* Testability requirements for production are defined after design release
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Built In Test

Built-In-Test (BIT) provides “built in” monitoring and fault isolation capabilities as integral features to the system
design. BIT can be supplemented with embedded “expert system” technology that incorporates diagnostic
logic/strategy into the prime system.

Best Practice
* BIT is compatible with other Automatic Test Equipment (ATE)

* Use BIT software:
— For most flexible options (voting logic, sampling variations, filtering, etc.) to verify proper operation gnd
identification of a failure or its cause
— To minimize BIT hardware

— Torecord BIT parameters
* Use multiplexing to simplify BIT circuitry

* Size the fault ambiguity group considering:
— Mission requirements for reliability, repair time, down time, false alarm rate, etc.

— Requirements for test equipment/manning at intermediate and depot maintenance levels
* Verify adequacy of the BIT circuit thresholds during development testing

* BIT should, as a minimum, provide:
— 98% detection of all failures
— Isolation to the lowest replaceable unit

— Less than 0.1% false alarms

¢ Ratio of predicted to actual testability results 1:1
* Preliminary testability analysis - completed before PDR
* Detailed testability analysis - completed before CDR

Watch Out For
* High BIT effectiveness resulting in unacceptably high false alarm rates
* |nadequate time to perform BIT localization/diagnosis resulti